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1 About the Product

Agito Security Center for SharePoint is Microsoft SharePoint plug-in which introduces
control and centralized management of your SharePoint environment. The solution
enforces compliance with security policies, enables audit trails and gives you control over
your SharePoint portal. Agito Security Center for SharePoint is consisted from:

e Reports which enable comprehensive overview and control over your SharePoint
environment.

e Notifications for violations of security policies. Providing a way to identify and fix
them in time.

e Change tracking and audit trails.

e Self-service processes for managing your SharePoint environment. Significantly
relieving IT department and lowering maintenance costs.

Key functionalities:

e Supports Microsoft SharePoint 2007 and Microsoft SharePoint 2010.

e Comprehensive overview of SharePoint portal user permissions and accesses.

e Permissions reports contain inherited permissions, permission levels and
permission trail showing you how the user got the permission (directly, via Active
Directory group or via SharePoint group). With this information you don't only see
who has access but also how the user gained access.

e All permissions are logged according to the schedule defined in the central

administration (daily, weekly, monthly) while at the same time recording changes

in permissions and other SharePoint data (site structure, features, ...).

Overview of the list, site and portal sizes.

Overview of the active SharePoint features.

Overview of SharePoint workflow defined approvers.

Overview of site permissions levels.

Advanced view of portal size and growth over time.

Advanced view of user permissions based on business intelligence reports.

For more information please visit www.agito.si.

1.1 Trial Version

Agito Security Center for SharePoint is treated as a trial version until a proper license key
is entered. Licensing of Agito Security Center for SharePoint is based on domain users,
where trial version is a fully functional version limited to displaying 15 users. Since the
trial version is fully functional all users from Active Directory are imported but only 15 of
them will have full information visible on the reports.

You can continue to use the same database as in trial version after a license key has
been entered. All users’ information will be updated automatically on the next import.

For more information about licensing and pricing please visit www.agito.si.
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2 Prerequisites

2.1 Software Prerequisites
Agito Security Center for SharePoint Standard Reports requires:

e Microsoft SharePoint 2010 or Microsoft SharePoint Foundation
e SQL Server 2008 or SQL Server 2008 R2, any edition

MOSS 2007 or WSS 3.0 is not supported by this version. If you require Agito Security
Center for SharePoint 2007, please contact us by email: support@agito.si or by
telephone: +386 1 242 5670.

Database for Agito Security Center for SharePoint can be installed on the same database
instance as SharePoint database.

2.2 Hardware Prerequisites

No other hardware is required other than hardware required by Microsoft SharePoint
2010.

2.3 Permissions

Before installing Agito Security Center for SharePoint please review the permissions
required for installing and using the solution.

Permissions for installing Agito Security Center for SharePoint:

e User needs to be SharePoint Farm Administrator.
e User need to be local administrator on a server where Microsoft SharePoint 2010
or Microsoft SharePoint foundation is running.

Service permissions:

e SharePoint farm account needs to have enough rights on SQL Server 2008 R2
instance to create a new database or you must provide SQL Server account to
create and access the Agito Security Center for SharePoint Database.

User permissions:

e User requires read-only permissions to the site where reports will be installed.
User access is configured through central administration and no additional
changes are required directly on the database. Please see user manual for more
details.
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3 Installing Standard Reports Package

Follow these steps to install the standard reports package:

1.

2.
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Copy the “SecurityCenter.wsp” file to one of the servers hosting SharePoint farm.

On the server hosting SharePoint farm open select “Start -> All Programs ->
Microsoft SharePoint 2010 Products” and right click on “SharePoint 2010
Management Shell -> Run as Administrator”.

Open
@ Run as administrator
Open file location

J Accessories B Add to archive...

Administrative Tools B Add to Powershel.rar®

Catalyst Control Center B Eomprass :;'\tipama\l.é;‘ firar® and i
. Cisco Systems VPN Client B .cmp!ass ewershel.rar and emal

ci Pin to Taskbar
i Pin to Start Menu
. ExtDesigner

Google Chrome Restore previous versions
. Google Talk Send to »
. Maintenance
. Microsoft Forefront e

Microsoft Office Copy
| Microsoft patterns & practices Delete
. Microsoft SharePoint 2010 Products Rename

4+ SharePoint 2010 Central Administratior z =

. sharePoint 2010 Management Shell mf:,;és TR

s SharePoint 2010 Products Configuration
. Microsoft Siverlight tmreTe T ¥
. Microsoft Silverlight 3 SDK

Microsoft SQL Server 2008 Help and Suppart

Microsoft SQL Server 2008 R2
. Microsoft Sync Framework ;I Run...
1 Back

| search programs and files 2 (@ shutdown [

In command prompt change to the folder containing “SecurityCenter.wsp” file
Run command: “stsadm -o addsolution -filename SecurityCenter.wsp”

Run command: “stsadm -o deploysolution -name SecurityCenter.wsp -immediate
—-allowgacdeployment”

Click “Start -> All Programs -> Microsoft SharePoint 2010 Products -> SharePoint
2010 Central Administration”.

In Central Administration click “"System Settings -> Manage Farm Features”.
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8. Make sure that the feature Agito Security Center for SharePoint is activated.
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| System Settings % - - ] gmm v Page~ Safetyr Toos~ @+

Site Actions ~ i TR

d _‘gﬁ'grePOim'ZOlO Central Administration » System Settings

Central Servers

Administration [B;‘ Manage servers in this farm | Manage services on server

Application Management

E-Mail and Text Messages (SMS)

Configure outgeoing e-mail settings | Configure incoming e-mail settings
Configure mobile account

System Settings El

Monitoring

Backup and Restore
Security FEQ Farm Management
‘-i(\~ Configure alternate access mappings | Manage farm features
Upgrade and Migration Manage farm solutions | Manage user solutions | Configure privacy options
General Application Configure cross-firewall access zone
Settings

Configuration Wizards
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4 Configuring Database

After deploying the Security Center for SharePoint on your portal the database has to be

created and configured. To do this, please follow these steps:
1. Open “SharePoint 2010 Central Administration”.

2. Click “General Application Settings -> Manage Database”.

%3 v Bl - ) o v Page~ Safetyr Took~ (@~

General Application Settings

Site Actions ~ @l

Browse

¢ _'Sﬁ;rePointznm Central Administration » General Application Settings

Central

.| External Service Connections
Administration L—‘g&

Configure send to connections | Configure document conversions
Application Management
System Settings kﬁgﬂ

Monitoring

Site Directory
Configure the Site Directory | Scan Site Directory Links

Backup and Restore SharePoint Designer

Security Configure SharePoint Designer settings

Upgrade and Migration
Search

General Application Farm Search Administration | Crawler Impact Rules

Settings ¢
Configuration Wizards ﬂ Reporting Services

Reporting Services Integration | Add a Report Server to the Integration
Set server defaults

Pl Content Deployment
Ly Configure content deployment paths and jobs
Configure content deployment | Check deployment of specific content

@ Agito Security Center for SharePoint

Manage Database | Manage Database Access for Reports

3. Enter the name of the SQL Server where the database for Agito Security Center
for SharePoint will be created and enter the name of the database. You must also

configure authentication information for accessing the database.
The database will be automatically created by clicking on “Create” button.

Manage Agito Security Center for SharePoint Database - B -
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gﬁarePointmm Central Administration » Manage Agito irity Center

Use this page to connect or create Agito Security r SharePoin
Agito Security
Center for Create | Cancel |
SharePoint
Agito Security Center for SharePoint Database Options o _
stabase Server
iection options for a new or existing Security Center 02-2K10\SharePoint
Da Name
urityCenterDatabse
)3l thentication
@ w authentication (recommended)
entication
and Restore
and Migration
ication
Creats Cancel

Important: If windows authentication is selected make sure that the SharePoint
Database account has enough privileges on the specified SQL server to create a
new database.
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Important: If windows authentication is selected the Import Service will access
the database with SharePoint Farm account. This account requires read, write and
execute privileges on the created database.

4. Go to “General Application Settings” and click "Manage Database Access for
Reports” to configure user access for viewing the reports.

5. Configure access for viewing the data in the reports. You can use either SQL
authentication or Windows Authentication.

a. If SQL authentication is selected the reports will be automatically
configured to access the data with entered SQL Server user credentials.

b. If Windows authentication is selected, every listed AD user and/or AD
group will be able to see the data in the reports.

6. Connection configuration in the reports and access to the SQL Server is
automatically configured. Access to the SQL Server, either for SQL user or for AD
users and/or groups, is configured by giving the users or groups a special report
role in the Agito Security Center for SharePoint database.

Manage Database Access for Reports i - Bl - v Page~ Safety - Took - -

§F'a'}ePointzolo Central Administration »+ Manage Database Access for Reports

Set the connection properties that the end users will use for accessing Agito Security Center for SharePoint Database.

Agito Security
Center for Cancel
SharePoint
Manage Database Report User Access

5 Use SQL User Access
Wanage Datahase SQL user for accessing the Agito Security & SQL User Acce
Access for Reports Center for SharePeint Database, This is the u .

sername:

user that the reports use to access the
database. If this user is change the connection g
Central string in the reports must alsa be changed. assward:
o This can be done by reactivating the “Security
Administration Center Configure Excels™ feature on a spacific . i
Application Management  EPOrts site. This SOL user will be automaticaly € Use Windows Access
. created and will get the appropriate rights. Windoms oL
System Settings P | R
Monitoring
Backup and Restore
Cancel

Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

2 Recycle Bin

(2 Al Site Content

Important: If SQL User Access is selected every user will be able to see the
username and password of the SQL user in the report’s connection configuration.

Important: If SQL User Access is changed or if authentication type has changed
Agito Security Center for SharePoint feature has to be deactivated and reactivated
so that changes will be reflected in the reports.
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5 Installing and Configuring Import Service

Import Service handles daily imports of SharePoint structures and permissions into its
own database. To configure Import Service please follow these steps:

Open “SharePoint 2010 Central Administration”.

1.

2.

“Agito Security Center for SharePoint - Import Service” is activated.

Click “System Settings -> Manage Farm Features” and make sure that the feature

Go to “Application Management -> Manage services on server” page.

Application Management

Site Actions = @ [EEIVEE

¢ _'SFé*rePointzom Central Administration » Application Management

Central
Administration

Web Applications

IE™
‘0 Manage web applications | Configure alternate access mappings

Application Management

Systemn Settings
Monitoring
Backup and Restore

Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

‘_?_3}_1 Site Collections

Create site collections | Delete a site collection

Confirm site use and deletion | Specify quota templates
Configure quotas and locks | Change site collection administrators
Wiew all site collections | Configure self-service site creation

l‘i' Service Applications

~4‘i Manage service applications | Configure service application associations

Manage services on server

Databases

Manage content databases | Specify the default database server

Configure the data retrieval service

4. Start the “Agito Security Center for SharePoint Service”.

DAGITO

Services on Server

Central
Administration

Application Management
System Settings
Monitoring

Backup and Restore
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

Use this page to start or stop instances of services on servers in the farm

3 v B - ) ) v Page~ Safety~ Took - i@~

p §F§?ePointzom Central Administration » Services on Server: WRK002-2K10

2]

Server: WRK002-2K10 ~ View: Configurable =

Service Status Action
Agito Security Center for SharePoint Service Stopped Start
Application Registry Service Started Stop
Business Data Connectivity Service Started Stop
Central Administration Started Stop
Claims to Windows Token Service Started Stop
Document Conversions Launcher Service Started Stop
Document Conversions Load Balancer Service Started Stop
Lotus Notes Connector Stopped Start
Managed Metadats Web Service Started Stop
Microsoft SharePoint Foundation Incoming E-Mail Started Stop
Microsoft SharePoint Foundation Sandboxed Code Service Started Stop
Microsoft SharePoint Foundation Subscription Settings Service Started Stop
Microsoft SharePoint Foundation Web Application Started Stop
Microsoft SharePoint Foundation Workflow Timer Service Started Stop
Search Query and Site Settings Service Started Stop
Secure Store Service Started Stop
SharePoint Foundation Help Search Started Stop
SharePoint Server Search Started Stop
User Profile Service Started Stop
User Profile Synchronization Service Starting

Web Analytics Data Processing Service Started Stop
W lytics Web Service Started Stop
Word Automation Services Started Stop
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5. Configure Import Service:

a. Active Directory Export Settings:
e Enter the LDAP path in format “"LDAP://domain” where your Active

Directory can be accessed.

e If the SharePoint Job account doesn’t have full read access to the Active
Directory or you want to use other account to access Active Directory,
select “Use specific user account for Active Directory Access” and fill in

the account information
b. Job Scheduling settings:

e Select when to run the Import Service. The recommended settings are
“Daily” in the time when SharePoint is at lowest use, e.g. 1 AM.

c. History log settings:

e By checking this setting, the job will write very detailed history log. It is
recommended to the check this option if you have problems with Import
Service. Log can be viewed on Job History page.

d. Select Web Applications for import:
e Select the Web Applications for Import Service should gather the data.

IManage Agio Securiky Center for SharePaint Service

Service Staus

Stop Import Service Current status of the service,

Manage Database

Manage Database
Aeess for Reports

Man Active Directory Export Settings

Central
administration

Application Management
Systemn Settings
Monitoring

Backup and Restore

Security

Uparade and Migration ePoint data to Agita Security Center for Sharepoint wil

General Application
Settings
Corfigurstion Wizards

2 Recycle Bin
[y all site Content

Select Web Applical

Select the web applieations for mport.

Set Agito Security Center for SharePoint Database

Sektings for cornecting ko the Agta Security Center Far SharePoirt Database.

Job Deatils

Detals of the Job runring Agito Security Center For SharePaint Import,

Service Status: Running
Job Enatled; Enabled
Last run: 6/30/2011 2:5d PM
Job Staus: Online

Loap: LDAF Jimycompany

I~ Use specific user acoount for Active Directory Access

Starting every day between

@ Daily
12 AM | |00
© Weekly
and no later than
€ Monthly

12 am 2] [oo

I write Extensive History Log

™ sharePoint Central Administration vd
[ sharePoint - 80

Manage database instance: AgitoSecurityCenterDatabase

Security Center Import Job

Save Cancel

6. Click on “Save” button and then on “Start” button.

7. Click on “Security Center Import Job” to create initial import of the data.

8. Click on “"Run Now"” to import the initial data. Data will be periodically updated
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based on the configured job schedule.
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Edit Timer Job

 “8RarePoint 2010 Central Administration » Edit Timer Job &
) Use this page to change or delete a timer job Ilikelt  Tams &
Motes
[2)
Tirmer Links Job Title

Agito Security Center for ShareFaint Import Job
Timer Job Status

Scheduled Jobs
Running Jobs Job Description
Job History
Job Definitions

Job Properties

" Web application: H/A

This section lists the properties for this job.
Central Last run time: 6/30/2011 1:14 PM
Administration

Recurring Schedule

application Management This timer job is scheduled to run:

System Settings Use this section bo modify the schedule specifying when the timer job will rn, Daity, £ Minutes Starting every day between
weekly, and monthiy schedules alsa inclde a window of execution. The timer service wil
Manitoring pick & randon time within this inkerval to beain executing the job on each applicable £ Hourly 1z am =] o0 =]
server, This Feature is appropriate for high-load jobs which run on mukiple servers on the N -
Backup and Restore Farm. Running this type of job on all the servers simultaneously might place an @ Daily
Security unreasanabie Inad on the Farm. To specify an exact starting time, set the beginning and 1z am =] Joo =
erding tines of the inkerval o the same value. © weekly
Upgrade and Migration  Manthly
General Application
Settings
Configuration Wizards
Run Now | Disable oK | Cancel |

9. You can check “Running Jobs” or “Job History” to view status of the job.
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5.1 System Configuration for Import

Agito Security Center for SharePoint uses Distributed Transaction Coordinator or DTC
which has to be configured properly and running.

To configure DTC please read the instructions on Microsoft’'s web site:
http://technet.microsoft.com/en-us/library/cc753510(WS.10).aspx.
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